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A botnet defeats a per-IP rate limit just by spreading out — the real control isn't how many requests come from one address, it's
whether the traffic behaves like the automation it actually is.
MULTI-SIGNAL CLIENT IDENTIFICATION BEHAVIORAL ANOMALY DETECTION COST-AWARE THROTTLING VERIFIED BOT ALLOWLISTING
01 THE MECHANISM
Distributed Rate-Limit Evasion Low-and-Slow Credential Stuffing Expensive Endpoint Targeting
A per-IP rate limit assumes one client maps to one source Automated login attempts using breached password pairs often Bots increasingly target endpoints that are cheap to call but
address — a botnet spreads the attack across thousands of run at a deliberately slow, human-like pace per account — the expensive to compute, like search or filtering — a request
IPs, keeping each source under the threshold while the attack is invisible to volume-based thresholds and only count limit doesn't account for how much backend work
aggregate volume is enormous. shows up in aggregate failure patterns. each request costs.
02 THE FLOW
The Behaviorally-Aware Defense conrazien The Volume-Only Defense cxrosen
@ Rate limits key on multiple signals, such as account, device fingerprint, and session, not just @ Rate limiting keys only on source IP address, so an attacker spreading requests across a botnet
source IP, so distributing an attack across IPs doesn't reset the counter. or rotating proxy pool never trips any single limit.
@ Login and account-creation endpoints are scored for behavioral anomalies across the whole @ Login attempts are only flagged if a single account or IP fails repeatedly in a short window, so a
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user base, so a slow, distributed credential-stuffing campaign still surfaces in aggregate

patterns.

@ Expensive endpoints carry their own cost-aware limits, so a search or query-heavy bot is

throttled by backend cost, not just raw request count.

CORE PILLARS & COVERAGE

PILLAR WHAT IT COVERS

slow, distributed credential-stuffing run blends into normal traffic.

@ Every endpoint shares the same flat request-count limit regardless of cost, so a bot hitting an
expensive search endpoint can exhaust backend resources while staying under the request
cap.

Keys rate limits and anomaly detection on account, API key, device fingerprint, and session together, not source IP alone, so spreading traffic across many sources

Multi-Dimensional Client Identification

doesn't defeat the control.

Scores login, account-creation, and checkout patterns across the whole user base for statistically unusual behavior, catching slow and distributed attacks a per-source

Behavioral & Velocity Anomaly Detection

threshold would miss.

Applies tighter limits to computationally expensive operations, like search or complex queries, based on actual backend cost rather than a flat per-endpoint request

Cost-Aware Endpoint Throttling count

Distinguishes legitimate automated traffic, like search crawlers and monitoring services, from abusive bots, so defenses don't have to choose between blocking all

Verified Bot Allowlisting

04 DETECTION APPROACHES COMPARED

APPROACH

Per-IP Rate Limiting Alone

Single-Account Failed-Login Thresholds

Flat Request-Count Limits Across All Endpoints

CAPTCHA as the Only Defense

Multi-Signal ID + Behavioral Scoring + Cost-Aware Limits
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automation and blocking none.

SUFFICIENT ALONE? WHAT IT MISSES

>ARISON

A distributed botnet or rotating proxy pool keeps every source under the threshold while the aggregate attack volume is
enormous.

Misses a low-and-slow credential-stuffing campaign spread across many accounts, each attempted just a few times.

Ignores the actual computational cost of a request, letting bots exhaust backend resources through expensive endpoints
while under the cap.

CAPTCHA-solving services and modern automation have eroded its effectiveness against well-resourced operators, while
still adding friction for legitimate users.

Combines identity, behavior, backend cost, and known-good traffic into a layered defense instead of one blunt threshold.

CONTINUED ON SHEE

02



SECURITY BRIEFING - API RATE LIMITING & BOT ABUSE FIELD REFERENCE - SHEET 02 / 02

API RATE LIMITING & BOT ABUSE. IDENTIFY - SCORE - THROTTLE

05 PROGRAM OPERATIONS
Rate limiting and bot management solve different problems. A rate limit caps volume from a known source; bot management identifies whether a source is automated and malicious, regardless of its volume.
Not all automated traffic is bad traffic. Search crawlers, partner integrations, and uptime monitors are automation too — a defense that blocks all bots equally breaks legitimate business functions.
The OWASP Automated Threats taxonomy names over 20 distinct abuse patterns. Credential stuffing, scraping, and inventory denial look different in traffic data and need different detection logic.

A 429 response with a clear retry signal is a control, not just an error code. Well-behaved clients back off when told to; only clients ignoring that signal need escalated handling.

06 CONTROL MAPPING

OWASP AUTOMATED THREATS (O0AT)

A taxonomy of over 20 automated abuse patterns, including credential stuffing, scraping, and inventory denial, used to classify and prioritize bot defenses.

API SECURITY TOP 10 (2023)

OWAS

Names unrestricted resource consumption as a top API risk, the same underlying exposure that volumetric and cost-based bot abuse both exploit.

RFC 6585 (HTTP 429 T00 Y REQUESTS)

The standard status code and Retry-After signal for communicating rate-limit state back to well-behaved clients.

NIST SP 800-638B

Digital identity guidelines recommending throttling and lockout controls on authentication attempts as a baseline defense against credential stuffing.

07 WHAT THIS DOES NOT SOLVE

Application Logic Vulnerabilities Compromised Credentials Used Sparingly Data Already Scraped or Leaked User Experience Trade-offs

Throttling request volume doesn't fix an Behavioral and velocity scoring is tuned to catch Rate limiting and bot detection reduce future Aggressive challenge and throttling controls
underlying business-logic or authorization abnormal patterns — a single stolen credential scraping, but don't recover data an attacker reduce abuse but can also introduce friction or
flaw a bot might otherwise exploit at a slower used exactly like the real owner may not already collected before defenses were false positives for legitimate users, a balance
pace. trigger any anomaly at all. tightened. that has to be tuned, not eliminated.

08 MYTHS VS. REALITY

MYTH REALITY
"A per-IP rate limit stops bot attacks.” A botnet or rotating proxy pool spreads requests across thousands of source IPs, keeping each one under the
threshold while the aggregate attack succeeds.

MYTH REALITY
“CAPTCHA reliably separates humans from bots.” CAPTCHA-solving services and modern automation have made it a speed bump against well-resourced attackers,
not a reliable barrier, while still costing real users conversions.

ar REALITY

“Blocking all automated traffic is the safest default.” Search crawlers, uptime monitors, and partner integrations are automation too — blanket bot-blocking breaks
iti i fi i along with the abuse.
MYTH REALITY
“Credential stuffing shows up as a spike in failed logins." Sophisticated campaigns run low-and-slow across many accounts specifically to stay under volume-based alert
thresholds.

YTE REALITY

"“Rate limiting and bot management are the same control.” Rate limiting caps volume from a known source; bot management identifies whether the source is automated and

malicious in the first place, regardless of how much volume it sends.

09 SPEAK THE PROGRAM — KEY TERMS

TOKEN BUCKET / LEAKY BUCKET OWASP AUTOMATED THREATS (O0AT) CREDENTIAL STUFFING

Rate-limiting algorithms that smooth bursts of traffic against a A taxonomy of over 20 named automated abuse patterns, from Automated login attempts using username/password pairs leaked
steady allowed rate, commonly used over simpler fixed-window credential stuffing to inventory denial, used to classify bot-driven from other breaches, exploiting password reuse across sites.
counters. attacks.

DEVICE FINGERPRINTING DENIAL OF INVENTORY VERIFIED BOT ALLOWLIST

Identifying a client by browser, device, and network A bot abuse pattern where automated actors reserve or add items A list of known-legitimate automated clients, such as search
characteristics rather than IP address alone, making distributed to cart without purchasing, making them unavailable to real buyers. engine crawlers, exempted from bot-abuse defenses that would
evasion harder. otherwise block them.
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