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PCI DSS & PAYMENT CARD
SECURITY.
PCI DSS governs any system that stores, processes, or transmits cardholder data — compliance is a continuous state validated at a point

in time, not a permanent guarantee, and a poorly scoped assessment can miss most of the real environment.

CARDHOLDER DATA PROTECTION NETWORK SEGMENTATION TOKENIZATION CONTINUOUS COMPLIANCE

01 THE MECHANISM

02 THE FLOW

The Scoped, Tokenized Environment CONTAINED

1 Point-to-point encryption captures card data at the terminal, so raw card numbers never

touch the merchant's own systems in the clear.

2 Tokenization replaces stored card numbers with a token that has no exploitable value outside

the tokenization vendor's environment, sharply shrinking scope.

3 A breach of the broader network exposes tokens, not usable card numbers — segmentation

holds even when perimeter defenses don't.

The Flat, Unscoped Environment EXPOSED

1 Cardholder data flows across a flat network with no verified segmentation, so a POS

compromise reaches every connected system, not just the ones that should handle card

data.

2 Sensitive authentication data gets logged or cached somewhere in the transaction flow that

was never inventoried as part of the CDE.

3 An assessor discovers the true CDE boundary is far larger than what was scoped, meaning the

real attack surface was never actually tested.

03 CORE PILLARS & COVERAGE

PILLAR WHAT IT COVERS

Network Segmentation & Scoping Isolating the CDE so PCI DSS requirements apply to a defined, minimized environment rather than the entire enterprise network.

Cardholder Data Protection Rendering the card number unreadable in storage and encrypting it in transit, with sensitive authentication data never retained after authorization.

Access Control & Authentication Restricting cardholder data access strictly to business need-to-know, with unique IDs and strong authentication for every user who can reach it.

Vulnerability Management & Monitoring Regular scanning, patching, and logging/monitoring of all access to the cardholder data environment.

04 DETECTION APPROACHES COMPARED

APPROACH SUFFICIENT ALONE? WHAT IT MISSES

Annual Assessment Alone, No Ongoing Monitoring No
Compliance is a continuous state, not a point-in-time certificate; quarterly

scans and daily monitoring catch drift an annual check misses.

Flat Network, No CDE Segmentation No
Without verified segmentation, every connected system is in scope, and a

compromise anywhere can reach cardholder data.

Encrypting Storage but Logging CVV/Track Data No
Sensitive authentication data must never be stored post-authorization,

encrypted or not — one of the standard's strictest rules.

Self-Assessment Without Verifying Actual Scope No
An SAQ answered against an assumed boundary doesn't test the real one if

undocumented systems fall inside it.

Verified Segmentation + Tokenization/P2PE + Continuous Monitoring + Correctly Scoped Assessment Yes
Minimizes the real attack surface and keeps compliance evidence aligned

with the actual cardholder data footprint.
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CDE Scoping

PCI DSS applies to any system that stores, processes, or

transmits cardholder data, plus anything connected to or

capable of impacting that environment's security — an

undocumented connection silently expands scope.

Segmentation Reduces Scope

Properly isolating the cardholder data environment is what

keeps requirements from applying to the entire network.

Without verified segmentation, everything connected is in

scope.

Render Cardholder Data Unreadable

The card number must be unreadable wherever stored — via

strong cryptography, truncation, or tokenization — and certain

data must never be stored after authorization at all.
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05 PROGRAM OPERATIONS

PCI compliance is a continuous state, not an annual event. The assessment is a snapshot; quarterly scans and ongoing monitoring are what hold the posture between snapshots.

Being PCI compliant is not the same as being breach-proof. It's a security baseline — major breaches have happened at organizations that had passed their most recent assessment.

Scope creep is the most common way compliance programs quietly fail. An undocumented integration or new system touching card data silently expands the CDE beyond what was assessed.

Sensitive authentication data carries a stricter rule than cardholder data generally. CVV, PIN, and full track data cannot be stored after authorization under any circumstance.

06 CONTROL MAPPING

PCI DSS V4.0

The current version of the standard, mandatory since March 2025, restructured to give organizations more flexibility in how a requirement's intent is met.

QSA

Qualified Security Assessor — certified to perform the on-site assessments required for higher-volume merchant levels.

ASV

Approved Scanning Vendor — certified to perform the quarterly external vulnerability scans PCI DSS requires.

SAQ

Self-Assessment Questionnaire — the self-assessment path for lower-volume merchants, with variants depending on how card data is actually handled.

07 WHAT THIS DOES NOT SOLVE

Breach Immunity

Passing an assessment is a snapshot against a

defined scope; it doesn't guarantee immunity

from a breach outside that scope or between

cycles.

Non-Payment Data Security

PCI DSS governs cardholder data specifically; it

says nothing about PII, health records, or other

sensitive data outside the CDE.

Third-Party & Processor Risk

Outsourcing processing can shrink scope, but a

compromised processor or service provider

can still expose transactions the merchant never

directly touched.

Insider Misuse of Authorized Access

Access control limits who can reach cardholder

data, but an employee misusing legitimate

access is a different problem PCI DSS only

partially addresses.

08 MYTHS VS. REALITY

MYTH

“Being PCI compliant means we can't be breached.”

REALITY

Compliance is a security baseline validated at a point in time — several major breaches happened at organizations

that had passed their most recent assessment.

MYTH

“If we don't store card numbers, PCI DSS doesn't apply to us.”

REALITY

The standard applies to anyone who stores, processes, or transmits cardholder data — processing or transmitting

alone still puts systems in scope.

MYTH

“Encrypting stored CVV data satisfies the requirement.”

REALITY

Sensitive authentication data like CVV and full track data must never be stored after authorization at all, regardless

of encryption.

MYTH

“Our self-assessment questionnaire proves our environment is secure.”

REALITY

An SAQ only tests the scope it's answered against — an inaccurate CDE boundary means the real environment was

never assessed.

MYTH

“Outsourcing payments removes our compliance obligation.”

REALITY

It can reduce scope significantly, but the merchant still has obligations for whatever touches card data on their

own systems.

09 SPEAK THE PROGRAM — KEY TERMS

CARDHOLDER DATA ENVIRONMENT (CDE)

The systems, processes, and people that store, process, or transmit

cardholder data, plus anything connected to or capable of

impacting its security.

PAN (PRIMARY ACCOUNT NUMBER)

The card number itself — the core piece of cardholder data PCI DSS

requires to be rendered unreadable wherever stored.

SENSITIVE AUTHENTICATION DATA (SAD)

Full track data, CVV/CVC, and PIN data — must never be stored

after transaction authorization, under any circumstance.

TOKENIZATION

Replacing a card number with a substitute value that has no

exploitable value outside the system that can map it back to the

real number.

P2PE (POINT-TO-POINT ENCRYPTION)

Encrypting card data at the point of capture so it's never available in

cleartext on the merchant's own systems.

COMPENSATING CONTROL

An alternative control that meets the intent and rigor of a

requirement when the original control can't be implemented directly.
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