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PHYSICAL SECURITY &
BADGE CLONING. ”

A legacy proximity badge broadcasts an unencrypted ID that a cheap reader can capture through a wallet in seconds. But the cheapest,

most effective physical intrusion technique doesn't need any badge technology weakness at all — it just needs someone to hold the
door.
BADGE CLONING TAILGATING CRYPTOGRAPHIC CREDENTIALS CYBER-PHYSICAL CONVERGENCE

01 THE MECHANISM

S| % ©

Legacy Cards Broadcast a Static ID A Cheap Reader Clones It in Seconds Tailgating Bypasses the Badge Entirely
The oldest, most common badge technology transmits an Off-the-shelf RFID tools can read that static ID from a few Simply following an authorized person through a door exploits
unencrypted identifier whenever it's near a reader, with no inches away, even through a wallet or bag, and write it to a social norms, not any weakness in the badge itself, and defeats
cryptographic proof of authenticity at all. blank card without touching the original. even a cryptographically strong credential.
02 THE FLOW
The Hardened Access Control Program coniaznen The Legacy, Unmonitored Badge System cxrosco
(1) Badges use cryptographically strong, mutually authenticated credentials rather than a legacy (1) Employees carry unencrypted proximity cards that broadcast their ID openly, readable by a
static-ID card, so a nearby reader can't simply capture and replay the identifier. concealed skimmer in a crowded elevator or hallway without anyone noticing.
(E) Mantraps or interlocking doors physically prevent a second person from following an (E) An attacker clones a captured badge ID onto a blank card and walks directly through the front
authorized badge-holder through, addressing tailgating directly rather than trusting the door using a completely valid-looking credential.
badge.
(S:s Once inside, physical access opens the door to further compromise — an unattended,
(i) Access logs are reviewed for anomalies — a badge used at two locations too close in time to unlocked workstation or an open network jack in a supposedly secure area.

be possible — and departed employees' badges are deactivated immediately.

03 CORE PILLARS & COVERAGE

PILLAR WHAT IT COVERS

Cryptographically Strong Cr i Mutually authenticated smart cards or mobile credentials that resist passive skimming and cloning, unlike a legacy static-ID proximity card.
Anti-Tailgating Controls Mantraps, interlocking doors, turnstiles, or staffed verification that physically prevent an unauthorized person from following someone through.
Access Review & Deactivation Regular auditing of active badges, immediate deactivation for departed personnel, and monitoring for anomalous access patterns.
Multi-Factor Physical Access Combining a badge with a PIN or biometric for higher-security areas, so a cloned or stolen credential alone isn't sufficient.

04 DETECTION APPROACHES COMPARED

APPROACH SUFFICIENT ALONE? WHAT IT MISSES

The card broadcasts a static, unencrypted ID that a cheap reader can capture and

Legacy 125kHz Proximity Cards With No Encryption N Rk .
gacy Z Froximity ! ypi o clone in seconds from a few inches away.

Strong credential technology does nothing to stop someone from simply following

Cryptographic Badges With No Anti-Tailgating Controls No K
an authorized person through an open door.
. L A departed employee's still-active badge, or a badge cloned weeks earlier, remains
Badges Alone, No Access Review or Deactivation Process No . P . o~ g g
valid until someone actually checks.
q . N A single cloned or stolen credential is sufficient to gain entry with nothing else
Single-Factor Badge Access on Highest-Security Areas No .g ) - 9 Y 9
required to verify the person presenting it.
Addresses the technical cloning vector, the social/physical vector, and the lifecycle
Strong Credentials + Anti-Tailgating Controls + Access Review + Multi-Factor for Sensitive Areas Yes 9 ! /phy ! 4

management gap together.
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PHYSICAL SECURITY & BADGE CLONING. .-\

05 PROGRAM OPERATIONS

MONITOR - VERIFY

Legacy 125kHz proximity cards can be read and cloned through a wallet, bag, or clothing, from a few inches away, without the badge-holder ever knowing it happened.

Tailgating defeats even the strongest cryptographic badge technology, since it bypasses the credential check entirely — the fix is a physical or procedural control, not a better card.

A badge system's access logs are a genuine anomaly-detection surface, similar in spirit to identity threat detection for cyber accounts — an impossible-travel pattern is a real signal.

Physical access often opens the door to IT-relevant compromise, from an unattended logged-in workstation to an exposed network jack, which is why this is a cybersecurity concern too.

06 CONTROL MAPPING

ISO/IEC 14443

The international standard governing high-frequency contactless smart card communication, the protocol layer most modern access badges operate under.

NIST SP 800-116

Federal guidance specifically addressing the use of PIV credentials in physical access control systems.

FIPS 201 / PIV

The US federal standard for government personnel smart card credentials, built with strong cryptography in direct response to legacy proximity card weaknesses.

PHYSICAL ACCESS ANOMALY MONITORING

Reviewing badge access logs for impossible-travel-style patterns, paralleling identity anomaly detection in cyber systems.

07 WHAT THIS DOES NOT SOLVE

Authorized Credential Sharing Social Engineering the Entry Process Insider Threats With Legitimate Access Non-Badge Entry Points

A hardened badge system doesn't address an
unlocked side door, a propped-open loading
dock, or an open window that never routes
through access control.

Strong badge security controls who gets in the
door; it does nothing about what someone
with genuinely authorized access chooses to
do once inside.

A confident attacker impersonating a delivery
person or contractor can talk their way past a
staffed checkpoint regardless of badge
technology.

An employee who willingly lends their badge to
someone else is a policy and enforcement
problem, not a technical vulnerability any
credential fixes.

08 MYTHS VS. REALITY

MYTH REALITY
“Badge cloning requires expensive, specialized equipment.” Cheap, widely available RFID readers can clone many legacy proximity cards in seconds, well within reach of a low-

skill attacker.

YTH REALITY
Legacy proximity cards can be read from a few inches away through a wallet or bag, without the badge-holder
noticing or losing possession at all.

“A badge has to be physically stolen to be cloned.”

YTH

"Upgrading to a smart card automatically solves cloning.”

MYTH

“Strong badge cryptography stops tailgating.”

YTE

“Physical security is a facilities problem, not a cybersecurity one.”

09 SPEAK THE PROGRAM — KEY TERMS

LOW-FREQUENCY (LF) PROXIMITY CARD

A 125 kHz badge technology that broadcasts a static, unencrypted
ID with no cryptographic protection — the most vulnerable to
cloning.

MANTRAP

An interlocking double-door system that only allows one door open
at a time, physically preventing a second, unauthorized person
from following through.

REALITY

Some older smart card technologies, like MIFARE Classic, have publicly known cryptographic weaknesses that have

also been successfully cloned.

REALITY

Tailgating bypasses the credential check entirely by exploiting the door being held open, regardless of how secure

the badge technology is.

REALITY

Physical access frequently leads directly to IT compromise, through unattended workstations, exposed network

jacks, or stolen hardware.

HIGH-FREQUENCY (HF) SMART CARD

A 13.56 MHz badge technology capable of cryptographic
authentication, though older implementations have known,
exploitable weaknesses.

PIV (PERSONAL IDENTITY VERIFICATION)

The US federal smart card credential standard, built with strong
cryptography specifically to avoid legacy proximity card
weaknesses.

SOURCES: ISO/IEC 14443 - NIST SP 800-116 - FIPS 201/PIV - ASIS INTERNATIONAL GUIDELINES

TAILGATING

Following an authorized person through a controlled entry point
without presenting a credential, bypassing the badge system
entirely.

ACCESS ANOMALY MONITORING

Reviewing physical access logs for patterns like impossible travel
between readers, similar in concept to identity anomaly detection.
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